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Computer Crime and Cybercrime – Teacher's Guide

Overview

Every year schools are robbed of expensive computer equipment, and viruses are planted on school networks that destroy thousands of files. Most of these crimes are committed by students in the school. In this activity the students are going to learn about cybercrime, why schools must protect themselves from computer thieves and how and why schools must make rules to prevent both. In this activity the class will prepare an Acceptable Usage Policy (AUP) for their class or school. 

Students can access all the Internet sites for the Interactive Activities by clicking on Students' Area in the ECB On-line homepage, then click on:

· Interactive Activity links -  The links to the Internet sites are listed under the names of the activities.
- or - 

· Elementary, Junior High, High School. Choose their coursebook.

.

Level

Intermediate and Proficiency (Grades 9-12)

Time\
Two to three 45-minute lessons

Group Size

Pairs or groups

Students' Prior Knowledge

The students ... 

... can follow links on the Internet.

... have basic knowledge of computer crime / cybercrimes and viruses. 

Objectives

The students will be able to ... 

... use knowledge of complex grammatical structures in order to get a more accurate reading of a text.

... understand the structure and conventions of other types of texts, such as articles, web pages and news broadcasts and their organizational features.

... use a range of appropriate reference sources, such as a spell checker, search engines, a thesaurus.

... cope with information that contains little or no redundancy.

... organize thoughts and ideas on a wide range of topics using discourse markers with accurate use of elaborate language structures to match purpose and audience.

... present information fluently in writing.

... use information from longer oral and written texts that are linguistically more complex and that deal with concepts and topics that are new to them.

Procedure

In the first part of this lesson you are going to discuss the fact that many of the people who commit computer crime or cybercrimes don't always know they are doing it. Discuss computer crime and cybercrime.

Ask the students to complete the following questionnaire. 

Have you committed a cybercrime? Once they have finished filling out the questionnaire collect them and ask two students to summarize the answers. Discuss the findings with the class.

Find out how many students have:

· installed programs on their computers without paying for them.

· had a virus infect their computer, either from the Internet, e-mail or a borrowed diskette. How did they feel about this? Do they feel the same way when it happens to the school computers?

In the following activity the students are going to learn about cybercrime. Send the students to the Internet site: Cybercitizenship. Ask them to answer the questions on the activity worksheet What is Cybercrime?

Presentation

Choose one of the following:

1. The students should prepare an Acceptable Usage Policy (AUP) for their school. One example of an AUP used in a school in Israel can be seen at ETNI: Acceptable Usage for "Har v'Gai" Regional School
2. The students should prepare a debate on one of the following topics:

· You should only install computer programs that you have purchased.

· The school is responsible for the care of computer equipment.

· Children under the age of 16 should be tried as children for all crimes.

Student's Worksheet - 1
To find the Internet site you need to complete this activity

· Go to: ECB Online: www.ecb.co.il
· Click on Student's Area

· Click on Interactive Activity Links or look for your course book.

· Find the activity: Computer Crime and Cybercrime
· Use these Internet sites to help you.
Computer Crime and Cybercrime  - Have You Committed a Cybercrime?

Answer the following questions as honestly as possible. You are not being investigated by the police. You do not have to write your name. Circle only one answer per question.

Part One — You and your computer

	How many computers do you have at home? 
	0      1       2       more



	Did you buy all the programs installed on your computer? 


	Yes / No



	Have you downloaded programs from the Internet? 


	Yes / No



	If you answered yes to question 3, were the programs you downloaded freeware? 


	Yes / No



	If the programs were not freeware, did you pay for them? 


	Yes / No



	Have you ever received a virus from the Internet or an e-mail?


	Yes / No

	Have you ever received a virus from a diskette you borrowed from a friend?


	Yes / No

	I want to buy a new computer with a 20GB hard disk, 64MB Ram, a 17 inch screen, a 56k modem, sound card, and CD-ROM player. How much will this cost? 
	less than 6,000NIS 

more than 6,000NIS




Part Two — You and the computers at school

	Have you ever found a mouse at school without the ball?
	Yes / No



	Have any CD's ever been stolen from your school? 
	Yes / No



	Have any computers ever been stolen from your school? 
	Yes / No



	Have the computers at your school ever been infected by a virus? 
	Yes / No

	Does your school have a technician who fixes the computers? 
	Yes / No

	Have you ever had a lesson in the computer room cancelled? 

Why was the lesson cancelled?


	Yes No

technical problems
schedule problems
too many broken computers 
I don't know



	Ten computers in your school were stolen. 
How much do you think it will cost to replace them? 


	less than 50,000NIS

more than 50,000NIS

	If computers in a school are damaged, who should pay to repair them? 


	the people who did it 

the school's insurance



	Should your school have rules of behavior for working in the computer room? 
	Yes / No

Explain your answer



Student Worksheet – 2
Computer Crime and Cybercrime -  What is Cybercrime?
To find the Internet site you need to complete this activity

· Go to: ECB Online: www.ecb.co.il
· Click on Student's Area

· Click on Interactive Activity Links or look for your course book.

· Find the activity: Computer Crime and Cybercrime
· Use these Internet sites to help you.
A. Click on: What is Cyber Ethics? 

1. Why do people feel that they can do what they want on the Internet? 


________________________________________________________________

2. What are other words for "responsible cyber social behavior"? 

a. _______________________________________

b. _______________________________________

c. _______________________________________

3. What is citizenship? _______________________________________

    What is ethics? __________________________________________

B. Click on: 10 Commandments. (top right of the screen)

Choose two of the Ten Commandments do you think are the most important for you and which two do you think are the most important to a school. Explain why each is important. 

	Commandment important to you
	Reason

	
	

	
	

	
	

	Commandment important to a school
	Reason

	
	

	
	


C. Click on: What is Cyber Crime?

1. According to this Internet site what is cybercrime? 

________________________________________________________________

________________________________________________________________

________________________________________________________________

2. Who are the 'masterminds' behind many of the cybercrimes? 

________________________________________________________________

3. List two cybercrimes which children think are just pranks.

a. ________________________________________________________

b. ________________________________________________________

4. Write the names and Internet addresses of places where you can get more information about cybercrime? 

	Place
	Internet Address


	
	http://

	
	http://

	
	http://

	
	http://


5. Click on Real vs. Virtual (top right of the screen) and complete the following sentences:

a. In the real world you can steal CD's or tapes, but in the virtual world you

________________________________________________________________

b. In the real world you steal ideas, but in the virtual world you 

________________________________________________________________

c. In the virtual world you harass people, but in the real world you

________________________________________________________________

d. In the virtual world you hack, but in the real world you

________________________________________________________________

Answer the following question: 

Do you think that a person should get a similar punishment in both worlds? Yes / No 

Why or why not? __________________________________________________

________________________________________________________________

6. Click on Costs of Cyber Crime (top right of the screen) and read the text.

Paragraph two states that "cybercrime can result in loss of life, loss of dignity, loss of time, and loss of employment."

Choose two of these topics and give an example how this can affect a person in the real world.

	Topic
	Example
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